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1. Establish and maintain department sites on
MCAS New River NIPRCW. 

2. Approve content on sites within their
department. 

3. Ensure sites within their department follow
the guidelines provided in this Order. 

4. Appoint in writing a Site Manager for each 
site within their department. 

5. Ensure Site Managers complete all required 
certification in accordance with (IAW) paragraph 4.c. (2) of this 
Order. 

6. Coordinate with the IMO on all proposed 
NIPRCW custom functionality, changes to navigation, or changes 
to appearance required to support unique staff business 
processes and requirements. 

( C) 
user access 
features in 
objectives. 

Site Managers. Local agents who provide both end 
and departmental assistance in leveraging SharePoint 
support of command or staff information exchange 

Site Managers will: 

1. Complete certification requirements and
annual refresher training per paragraph 4.c. (2) of this Order. 

2. Ensure sites are properly formatted per
paragraph 4.c. (4) of this Order. 

3. Add and remove users in permission groups as
needed per paragraph 4.c. (1) of this Order. 

4. Ensure all content posted complies with
paragraph 4.c. (5) of this Order. 

5. Attend the Site Manager Working Group (SMWG)
convened by the IMO. 

6. Maintain a desktop procedure. This must 
contain a copy of the Site Manager's training certificate, a 
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(2) Department Heads and Headquarters and Headquarters
Squadron 

(a) Appoint in writing a Site Manager for each site
in the Department/Squadron. Maintain a copy of the appointment 
letter. Enclosure (3) provides an example of an appointment 
letter. 

(b) Establish and maintain department sites on the
MCAS New River NIPRCW. The site taxonomy will follow rules 
outlined in paragraph 4.c. (3) of this Order. 

(c) Ensure Site Managers complete all required
certification IAW with paragraph 4.c. (2) of this Order. 

(d) Coordinate with the IMO on all proposed NIPRCW
custom functionality, changes to navigation, or changes to 
appearance to support unique staff requirements. 

c. Coordinating Instructions

(l} Access Control. All access to the NIPRCW is
controlled using SharePoint Groups. When personnel transfer, 
they must be removed from SharePoint Groups by the local Site 
Manager. A Group Organizational Chart is provided in enclosure 
(4). These permission groups will be used to the greatest 
extent possible, unless dealing with restricted information. 

(a) Site Collection Manager. The Site Collection
Manager is placed in the MCAS New River Owners Group. The Site 
Collection Manager has administrative permissions throughout 
MCAS New River's SharePoint Site. 

(b) Owners Group. Site Managers are placed in the
Department's Owners Group. They will have the ability to create 
groups, assign permissions to groups, add members to groups, and 
add new sites, pages, and web parts. 

(c) Members Group. Content Managers will be placed
in the Department's Members Group. They will be able to post 
documents and modify calendars and other lists they are given 
access to. 

(d) Visitor's Group. Site Users are anyone having
read access to a site. The Visitor's Group encompasses Site 
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Users. This group will have read access to all areas of the 
site not specifically restricted. Users will contact the Site 
Manager to request access to restricted content. 

(2) Certification. Per reference (b), all Site Managers 
must complete formal training prior to receiving Site Manager 
privileges. Training is provided by MISTC-East. Sustainment 
training is required to retain the Site Manager Role. This 
training shall be coordinated by the IMO. 

(3) Web Portal Structure or Taxonomy. The approved MCAS 
New River NIPRCW site taxonomy is provided in enclosure (2). 
Site Managers will coordinate changes or additions to the sites 
in this taxonomy with the MCAS New River IMO IAW paragraph 
4.c. (3) of this Order.

(4) Site Format. To facilitate site collaboration, the 
MCAS New River site design, layout, navigation, and color scheme 
will be uniform across all sites. This improves efficiency and 
the overall effectiveness of the portal in providing quality 
information to support decision making processes. Enclosure (5) 
is the Department/Squadron Landing Page Template. Landing pages 
will have the following: 

(a) Mission shall appear at the top of the page.

(b) Key personnel contact list shall appear just
below the mission and must include name, billet, and phone 
number. Alternatively, the list can be placed in the top right 
hand corner, whichever looks better, on the Department Landing 
Site. 

(c} Calendars are optional, but if used, they should 
appear just below the mission and key personnel contact list. 

(d) Applicable orders and directives shall appear at
the right. 

(e} Important links shall appear just below the 
applicable orders and directives. 

(5) Content. Per reference (c), information should be 
tailored for the commander and unnecessary, redundant, or 
irrelevant information should be filtered out according to the 
defined information requirements to prevent information 
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overload. Provide information in the format specified by the 
commander. 

(a) Quality Information. Per reference (c), 
"Inaccurate or irrelevant information is worse than no 
information at all." Sites must contain quality information to 
properly support the commander's decision-making process. Sites 
must be reviewed routinely to ensure posted content is current, 
accurate, and relevant. 

(b) Proper Access Control. Any list, library, or
document containing sensitive information must have appropriate 
access restriction placed on it per reference (d). 

(c) Classification. Per reference (e), information
posted or maintained on the MCAS New River NIPRCW is assumed to 
be, and will be treated as, Controlled Unclassified Information 
(CUI) until reviewed and approved for public release. 

(d) Sensitive Information. Sensitive information
includes personally identifiable information {PII) and 
information that falls under the Health Insurance Portability 
and Accountability Act. PII includes social security number, 
age, marital status, race, salary, home phone numbers, and other 
demographic, biometric, personnel, medical, and financial 
information. Per reference (d), appropriate administrative 
safeguards shall be established to protect PII. Avoid placing 
PII on SharePoint unless there is an official requirement for 
storing the information on SharePoint. It is the Site Owner's 
{Department Head's) responsibility to ensure appropriate 
permission levels are administered within their site content 
{i.e., sites, libraries, lists, and documents). 

{e) Prohibited Items. Scrolling text, twirling 
images, large icons, and pictures are distracting, will cause 
pages to load slower, offer little or no information, are 
inappropriate to the intended purpose of the portal, and will 
not be used. A small unit icon, not to exceed 60 by 60 pixels, 
can be used in place of the default site icon. Per reference 
{e), commercial logos and links to commercial sites can be 
interpreted as an official endorsement and are therefore not 
authorized. This includes but is not limited to links 
to non-government weather information, news channels, charitable 
institution advertisements, and logos from government-contracted 
companies. 
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{f) Naming Conventions. Content posted will follow 
proper naming conventions. This includes not using spaces or 
special characters in titles of documents or other site content. 
Use an underscore (_) to separate words in titles. 

(g) Metadata. Users are discouraged from using file 
folders to store documents. Instead, users should use 
descriptive file names and tag documents with the appropriate 
metadata to aid in search functions, including document 
description, keywords, review dates, etc. (NOTE: Uppercase 
filenames should be avoided.) 

(h) Version Control. Users are highly encouraged to 
use the version control function that is built into all folders, 
lists, and libraries to track and manage content updates instead 
of posting multiple versions of the same file. 

(i) Auto expiration. To ensure data storage is 
optimized, inactive sites will be slated for automatic deletion 
after 90 days. Site Owners will be notified in advance if their 
site is slated for deletion and provided with a mechanism to 
remove it from the automatic deletion list. 

5. Administration and Logistics

a. Technical questions related to this Order may be
forwarded to the MCAS New River IMO. 

b. The MCAS New River IMO has primary responsibility for
correspondence related to this Order. Recommendations for 
changes to this Order should be submitted to the MCAS New River 
IMO. 

6. Command and Signal

a. Command. This Order is applicable to all military, 
civilian, and contractor personnel assigned or attached to MCAS 
New River. 

b. Signal. This Order is effective the date signed. 

DISTRIBUTION: A 
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